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Principles and Ideas



Principle of Least Privilege

“Every program and every user
of the system should operate
using the least set of privileges
necessary to complete the job.”

The protection of information in computer systems
Jerry H. Saltzer, Mike D. Schroeder (1975)



Inevitability of Failure

“The necessity of operating system
security to overall system security is
undeniable […] If it fails to meet this
responsibility, system-wide
vulnerabilities will result.”

The Inevitability of Failure: The Flawed Assumption of
Security in Modern Computing Environments

Peter A. Loscocco, Stephen D. Smalley, Patrick A. Muckelbauer,
Ruth C. Taylor, S. Jeff Turner, John F. Farrell (1998)



Access Control Security

Necessary to control access by
subjects (e.g., users, processes) to
objects (e.g., files, system
resources)



Basic Permissions

• Own
• Transfer
• Read
• Write
• Execute



Where do the permissions
reside?

• subject
• object



Complexity of Permission
Management

• Adding permissions
• Removing permissions
• Removing all permissions



Access Control

• Discretionary Access Control (DAC)
• Mandatory Access Control (MAC)



Historical Development



Reference Monitor

Subject Object

Access
Control
Rules

RM

Reference Validation Mechanism (RVM)

Security Policy

Access Enforcement
Function

Request

Permit

Deny

Access

Security

Attributes

Security

Attributes



Discretionary Access
Control

Under DAC, “resource” owners can
specify which users (subjects) may
or may not access those “resources”
(objects).



                          chgrp

-rwxr-xr-- 1 root users 112 Jun 17 16:59 file.txt

     chmod              chown

              - rwx   r-x     r--

                        u          g         o
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Discretion Access Control

• File/directory permissions
• User/group ownership
• Access Control Lists
• Capabilities
• Procedure-oriented Access Control



The problem with DAC

• Users rely on software



Origin of MAC
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National Security Agency

• Signals
Intelligence

• Information
Assurance



TCSEC or the Orange Book

Objectives
– Policy
– Accountability
– Assurance
– Documentation



Research Microkernels

• LOCK
–Type Enforcement

• Trusted Mach
–Multilevel Security

• Distributed Trusted Mach
• Distributed Trusted OS
• Flux Advanced Security Kernel



SELinux

• Security Enhanced Linux
–developed by NSA
– initiated 1999

• Mandatory Access Control
– type enforcement
– role-based access control
–multilevel security



SELinux History

• 2.2 Linux Kernel patch (~1999)
• 2.4 Linux Kernel patch (~2001)
• Linux Security Modules (~2002)
• 2.6 Linux Kernel mainline (~2003)



Understanding Mandatory
Access Control



SELinux Architecture

• User Identity
• Role
• Type (Domain)
• Security Context
• Security Policy



User Identity/Role

• User Identity is the SELinux user
account of an entity

• The Role determines which User
Identities are allowed access to
which Domains



Resources and Types

• Resources have a type
–Apache executable /usr/sbin/httpd

has type httpd_exec_t



Processes and Domains

• Processes run in domains
(sandboxes)
–Apache process httpd runs in domain
httpd_t

• Also called domain type, subject
type, process type



Security Context

• Everything has a security context
–  user:role:type

–  stored in the extended attributes



Security Context
Information



Security Policy

• Set of rules
–Defines how each domain may access

each type
–Defines transitions and other access

• Compiled from source and loaded
into Linux kernel during boot



Access Control
Comparison

Security PolicyProcess user/group
ID and file’s access
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file’s user/group ID

Access
Control Rules
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Type Enforcement

• Permissions allowed between
subject type and object type



“Allow” Rules

• All access must be explicitly
granted via an allow rule
–Source type(s)
–Target type(s)
–Object Class(es)
–Permissions(s)

allow user_t bin_t : file {read}



TE for passwd

allow passwd_t shadow_t : file
{ioctl read write create
getattr setattr lock
relabelfrom relabelto append
unlink link rename};



Domain Transition

• Better version of suid

• Solves Least Privilege problem



DT for passwd

allow user_t passwd_exec_t :
file {getattr execute};

allow passwd_t passwd_exec_t :
file entrypoint;

allow user_t passwd_t : process
transition;



Role-Based Access Control

• RBAC built on TE
• Extend passwd example

– role user_r type passwd_t;



Multilevel Security

• MLS extends the security context
– sensitivity (information confidentiality)

– categories (user clearance level)
user:role:type:sensitivity[:category]

• Needed for certain classified
government applications



Operating Systems



RHEL 4

• Type Enforcement
• Role-Based Access Control (RBAC)
• Targeted Policy



Security Level

redhat-config-securitylevel
• disabled
• permissive
• targetted
• strict



seaudit



apol



RHEL 5

• Multilevel Security (MLS)
• SELinux Troubleshooter



IBM Hardware & RHEL 5
Security Certifications

• Common Criteria EAL 4+
• LSPP
• RBACPP
• CAPP



Solaris Trusted Extensions

• MLS



Windows Vista

• Mandatory Integrity Control
– Internet Explorer 7 running in

Protected Mode



Mac OS X Leopard

• Based on TrustedBSD


